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Abstract
Multihop Cellular Networks (MCN) combines the pawvof single hop networks and ad hoc networks. Data
transmission in MCN is through the different hopistlee networks. Due to this factor MCN hinge on the
cooperation of nodes for routing and forwardingsaese all the packets are forwarded multihop fashidime node

may become selfish node yielding non cooperatiothé network.

In order to encourage co operatietween

nodes many incentive schemes are proposed. Thir gapvides a survey about various schemes propfased

cooperation in multihop cellular networks.
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Introduction

A multihop cellular network (MCN) is a self
organized network formed by a collection of mobile
nodes without fixed infrastructure management. MIEN
good alternative to the conventional Single-hopluTai
Network (SCN) by combining the features of SCN and
ad-hoc networks. In this connection between soarzk
destination is established over a multi-hop pathe T
packets in the MANET are forwarded in a multi-hop
fashion, requiring the contribution of every papant
nodes. Recent research shows that the short distanc
transmission feature of MANET can improve the
traditional cellular network in terms of throughpdelay
and power efficiency. However, since the mobilele®
in this network are constrained with limited resms,
such as CPU, battery, channel bandwidth and etgso
nodes in the network might not be willing to coayer
for the packet transmission, in order to save their
resources. Since the MANET is predicable to be
deployed for civilian application where no single
authority exists for the packets transmission
management, the cooperative behaviors between these
nodes cannot be guaranteed. There might be sones nod
intending not to forward packets to save resoufoes
their own use but still seek to use other's resurthe
presence of only a few such selfish nodes can
dramatically degrade the performance of an entire
system. Two types of uncooperative nodes might éxis
the system: malicious nodes and selfish nodes. tare
malicious refers to the group of nodes that intevdlily
try to attack the system or break the network. Om t
other hand, the term selfish refers to the nodasttly to
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gain help from the network without willing to pawndk

the help received. Both malicious and selfish noales
considered as misbehaving nodes. A fairness isssesa
when selfish nodes take advantage of the cooperativ
nodes without any contribution to them. The selfish
behavior also significantly degrades the network
performance, which may result in failure of the tilndp
communications.

Two kinds of systems: reputation-based
schemes and pricing-based schemes have been pdopose
to deal with the in cooperative behaviors. Repaotsti
based schemes set up a reputation threshold to
distinguish the selfish nodes from cooperative s0de
Nodes whose reputation values are higher than a
threshold are regarded as cooperative nodes, wbdes
whose reputation values are lower than the thresh
selfish nodes. Nodes provide services to high-egput
nodes, and refuse to provide services to low-repute
nodes. Therefore, as long as a node has a reputatio
value that just a little higher than the threshdtdcan
always be served. This is not fair to high-reputedes
with different level since they receive the servigih
the same quality. Reputation-based schemes ndw/&o
a complement method to help them wisely punishself
nodes, and reward altruistic nodes. This paperigesva
overview of various techniques used for enhanchey t
cooperation between the nodes.

Cooperation Enhancement M echanisms
To enforce cooperation and discourage
misbehaviour of nodes, three major models have been
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developed: a) Reputation based, b) Trust basedcand
Credit based models, as shown in Figure 1. Byzirij
the past behaviour of end-users, reputation andt tru
based schemes enable a node to decide whether other
nodes are trustworthy and cooperative. Eventuaijes
having high reputation or trust are given servieesl
nodes having low reputation or trust are isolatedhfthe
network. In credit based schemes nodes usuallyfgray
services; payments are made in the form of virtual
currency. Nodes are buyers and/or sellers of tlokgta
forwarding services. Nodes require credit to fomvar
their packets. Credit based schemes have somesissue
that make them impractical for use in MCNs. Firstly
they are not scalable due to the central virtuaikba
Secondly, these models need some form of tampef pro
hardware on each node. Reputation or trust basektiso
on the other hand do not need any centralizedyentit
such as a virtual bank, or any tamper proof hardwas

a consequence they can be implemented in a digtdbu
manner to increase scalability, making them muclemo
suitable for use in MCNs.
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Figure 1 Cooperation enforcement M echanismsin MCN

A reputation based system collects first-hand or
direct information by monitoring its immediate nieligprs
for direct interactions. To strengthen a node’sisien
regarding another node’s behavior, whether selfish
benign, second-hand information is collected frdm t
deciding node’s neighbors. However more weight is
given to the direct interaction information, to igéte the
possibility of a neighbor node being deceitful. Tdwe
part of the reputation based models is monitorimg o
observation of one hop neighbors. Due to the faat &
node can trust nobody but itself, it gives moregheito
direct observations, which are called first hand
information. The more perfect and reliable the
monitoring component is the more accurate andiefftc
the detection of a misbehaving node will be. Howeve
due to the complex and unpredictable nature of kilmo
ad hoc network, it is very difficult to have a pmaf
monitoring system at low cost (where cost may be
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measured as energy or some other metric). In this
document we have tried to ramify reputation schemes
based on the monitoring components that can bereeffe

to as active and passive acknowledgments. Both have
their own advantages and disadvantages.

Reputation Based M ethod

Reputation mechanisms are based on the
behavior of a node in the network. Each node has a
reputation value that reflects its behavior. Thigue is
stored and calculated by other nodes that watch its
behavior. Some of the key points that need to be
addressed under this class are:

Trust vs. Reputation: Reputation rating
represents how well a node behaves, and is used to
decide whether the node is cooperative or misbalbavi
On the other hand, trust rating represents how siome
node is, used to decide whether the node is trutttyo
or not, thus the indirect reputation message friwa t
node is accepted or not

Direct vs. Indirect Trust (Reputation): Direct
Reputation (First Hand Information) is obtaineddinect
observation. A node monitors the behavior of other
nodes usually in one-hop to see if it works welh the
other hand, Indirect Reputation (Second Hand
Information) obtains reputation information aboutade
from other nodes in the network. The acceptance or
rejection of this information is based on the tilesel of
the sender node.

Global vs. Local Reputation: Global
reputation refers to the case where every node &nbev
reputation of every other node in the network. Tikis
achieved by exchanging indirect reputation messages
among the network. In local reputation, however,
information is based only on direct observation®é-
hop neighbors. Any secondhand reputation exchanges
are disallowed.paragraphs must be indented.

Reputation values are stored for each node and
may be shared as second hand information with other
neighbours as well. Eventually nodes having high
reputation get services whereas nodes having low
reputation are isolated from the network.

CONFIDENT

Buchegger and Le Boudec proposed a scheme,
called CONFIDANT [1], designed as an extensionro a
ondemand routing protocol, such as the DSR.
CONFIDANT facilitates monitoring and reporting far
route establishment that avoids the mishehavingsiod
is based on the assumption that the packets of
misbehaving nodes are not forwarded by fair notfes.
however, a node was incorrectly accused or turmgmu
be a repentant and no longer malicious, re-intemrat
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into the network is possible. CONFIDANT employs fou
functional components relying on each node, which
include: (a) a monitor, (b) reputation records fiost-
hand and trusted second-hand observations abaingou
and forwarding function of other nodes, (c) trustards

to control the trust that is given to received vilags,
and, (d) a path manager to take routing decisibas t
avoid malicious nodes. Nodes monitor their neighbor
and change reputations accordingly. Specificallgpde
can detect selfish behavior of the next node insthace
route either directly, by promiscuously sensing the
transmission of the next node, or indirect, by obisg
routing protocol misbehavior. The Monitor component
registers these deviations. As soon as a specific
misbehavior occurs, the Reputation System is catlad
ALARM messages are sent by the Trust Manager.
Outgoing ALARMS are generated by the node itsabraf
having experienced, observed, or received a repbrt
malicious behavior of another node. They convey
warnings of malicious nodes presence. The recipieht
the ALARM messages, so-called friends, are mairthin
in a friends list. Incoming ALARMSs that originatdéebm
‘strangers,” are checked for trustworthiness before
triggering a reaction. The disadvantage here is the
requirement of a pre-existed trust relationshipghére is
sufficient evidence that the node reported in thé\RM

is malicious, the information is sent to the Repata
System. This manages a table consisting of entries
corresponding to nodes and their ratings. A ratfing
modified if two conditions coincide: (i) there igfficient
evidence of malicious behavior, and, (i) a mishéda
occurs a number of times, exceeding a thresholdlo
out coincidences. The ranking of a node is changed
according to a rate functio@ONFIDANT does not use
tamper-proof hardware. For a misbehaving nodes it i
hard to know the entries of its reputation in othedes

or to modify its reputations. However, it is splbssible

to alter the values o and B or to change its identity.
Only identities generated with cryptographic meaas
reduce this threat. The Bayesian approach reduees t
impact of tampering withw and 8. If values are not
compatible with each other the algorithm will jighore
them. Evil nodes could only change the values \aith
small amount which is tolerable by the system.

CORE
This scheme, introduced by Michiardi and
Molva [3], relies on the DSR routing protocol. It
stimulates node collaboration through monitoringthaf
cooperativeness of nodes and a reputation mechattism
uses first and second-hand experiences, combinea by
specialized function. This function is used by the
Watchdog mechanism for the evaluation of other sbde
behavior. If the observed behavior is differentntiibe
http: // www.ijesrt.com
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outcome of this function then the rating of the ebed
node is altered. Each node of the network monitoes
behavior of its neighbors, with respect to the esged
function, and collects observations about the eti@cwf
that function. These observations are recordedhéo t
Reputation Table (RT), maintained by each node.sThu
each node maintains one RT for each monitored
function. Finally, a global RT is used to combire t
different RVs calculated for the different functioon
CORE differentiates the RVs between subjective
reputation ([_1, 1]), indirect reputation (positiveports

by others), and functional reputation (e.g., whewcket
forwarding has greater effect than routing), whante
weighted to provide a combined RV.

The formula used to evaluate the RV avoids
false detections by using an aging factor thatgivere
relevance to past observations. However, such an
approach is vulnerable to an attack where a node ca
build up a good reputation before misbehaving. Rhs
evaluated for each entry of the RT vary. A posiiR¥é is
decremented along time. So, if a node enters iidign
mode, its reputation has to be decreased, eveuriifigl
the active time (i.e., when communicates) it coafey
to the network operation. Reputation is decreasitl it
reaches a null value, which corresponds to a rleutra
behavior

The CORE scheme is immune to attacks
performed using the mechanism itself. no negative
ratings are spread, and, thus, it is impossiblafoode to
maliciously decrease another node’s reputation
Misbehaving nodes can, however, be reintegratetian
network if they increase on purpose their reputatioy
cooperating to the network operation. CORE does not
discriminate malfunction and misbehaving nodes

SORI

The secure and objective reputation-based inoentiv
scheme for ad-hoc networks, introduced in [7], fasu
on the packet forwarding function. SORI, consisfs o
three basic components: Neighbor Monitoring,
Reputation Propagation and Punishment. A promissuou
mode is assumed, and a node is capable of ovengeari
the transmissions of its neighbors and to maintain
neighbor node listSORI combines features of the fist-
hand schemes and those that use reputation spge#din
SORI the nodes exchange reputation information only
with their neighbors. This way a no-cooperative eod
will be punished by all of its neighbors (who shéne
reputation information about its misbehavior), éast of
just the ones who are directly affected by thisenod

OCEAN
The observation-based cooperation enforcement
in ad hoc networks, proposed in [7], introduces an

(C) International Journal of Engineering Sciences & Research Technology

[2111-2115]



[Manasa, 2(8): August, 2013]

intermediate layer that resides between the network
the MAC layers. This layer helps the nodes to make
intelligent routing and forwarding decisions. It is
designed on the DSR level, but its principles can b
applied to other routing protocols, as well. OCEreles
only on first-hand observations. Every node mairgai
ratings for each neighboring node and monitorsrthei
behaviors through promiscuous observations. Due to
empirical studies, the absolute value of a decrérgen
chosen to be bigger than the value of an increment.
When the rating of a node drops below a threshold,
called faulty threshold the node is added to atyaligt.
This list is constructed using the node’s personal
experiences and is attached (as a field calledddisi)

to the route request (RREQ) message of the DSR
protocol in order to be flooded. A route is ratazbd or
bad, based on whether the next hop in the routngsl

to the avoid-list. The receiver of an RREQ decitles
drop it or to further process it (through relaying a
route reply), if the intersection of the avoid-lestd the
DSR route in the RREQ packet is void. In this wegch
node along a route, makes its own decision aboat th
trustworthiness of other nodes, and has controf onér
routes that it belongs to. Every node rejects thead
packets arrived from the nodes belonging to itdtyau
list. Thus, misbehaving nodes are eventually isolat
However, a secondchance mechanism is used to allow
nodes that misbehaved in the past to become opeadti
again. After a certain period, a misbehaved node is
excluded from the faulty list and assigned witheatral
rating. OCEAN uses a different policy to deal withdes
that do not participate in the route discovery pssc
This policy, affected by the credit-based modeadguires

no tamper-proof hardware or a central server. Fade
measures the behavior of its neighbors by directly
interacting with them. Nodes track the forwarding
balance with their neighbors by maintaining onentet
called chip count, per node. The counter increagemn
requesting a node to forward a packet and decredtes
an incoming request from that node. Assume thaiden

B did not participate on the establishment of rowitd a
source node A. If B demands from A to forward its
packets, then, A will punish B and reject its resjaeas
long as the chip count for B is low. This policy is
considered unfair for nodes belonging to the petemef

the MANET, since they are not frequently required t
forward messages on behalf of others. Penaliziegeth
nodes might cause the network to shrink. To oveeom
such phenomena, the OCEAN introduces a chip
accumulation rate (CAR) parameter, which expretises
rate at which all chip count in the network arer@ased
per unit time. Thus, the forwarding of the paclssat by
circumferential nodes is enforced, even at a reduc
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rate. CAR can't be adjusted easily and there no
mechanism to prevent a node to change it at will.

Credit Based Method
A. Sprite

The simple, cheat-proof, credit-based system for
mobile ah-hoc networks was proposed in Referente [4
It does not require tamper-proof hardware to preties
deviation of payment units, but incorporates a redized
credit clearance service (CCS). When receivingcke@
a node keeps the signed receipt of this packethwivas
generated by the source node. Sprite assumesdbht e
node has a public key certificate published by a. CA
When the node has a fast connection to the CCS it
reports the packets that it has received by ujhgaits
collected and signed receipts. Sprite prevents any
cheating by making it unattractive even in the cabe
collusion. When a node sends its own packets éslas
credit (virtual money), because other nodes incupst
to forward these packets. In order to gain a craalit be
able to send packets later, a node must forwardepsc
on behalf of others. CCS charges the sender bas#tko
number of receipts, the number of intermediate adel
to reach the destination, if any, and whether the
destination has sent a receipt. The mechanism is
designed to be resilient against the following isblf
actions: (1) after receiving a packet, the nodeesaa
receipt but does not forward it, (2) the node le=ived
a packet but does not report the receipt, andhé@hode
does not receive a packet but falsely claims th&ias
received it.

B. Token Based Cooperation Enforcement Schemes

This scheme, introduced in Reference [6],
protects both routing and packet forwarding in the
context of the AODV protocol. It is self-organized,
without assuming any a-priori trust between theasodr
the existence of any centralized trust entitysdiates the
misbehaving nodes and employs threshold cryptograph
to enhance the tolerance against these nodes.chkens
is fully localized (one hop), and its creditbaséditegy
produces overhead that is significantly decreaskdnw
the network is not harmed. It assumes that the siode
operate promiscuously. Multiple attackers may cstexi
but it is assumed that they collude locally. Howevke
collusion impact is minimized, since it is assuntbdt
each node has a unique id, and the underlying
cryptography is strong. The system'’s secret keshaged
among the network nodes, and each node maintalgs on
a limited portion of it. Each node carries a toksigned
with the system’s secret key as derived from the
threshold cryptography process.
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C. AdhocVCG

Energy-efficiency is a parameter of high
importance for the MANET routing protocols . It enss
that a packet gets routed along the most energgieaft
path. The total energy of a routing path is the sunthe
emission energy levels used at the source andcit ea
intermediate nodél'he ad hoc-VCG scheme, proposed in
Reference [5], is a credit-based model which destls
this issue and introduces a second-best sealed dfype
auction. The ad hoc-VCG works on top of the DSR. It
consists of two distinct phases. During the route
discovery phase, a weighted graph is computed. The
vertices represent network nodes; the weightecciice
edges correspond to the payments a relaying nosléoha
receive to forward a packet along this edge. Aidasbn
node collects all the weights of the edges, and the
computes the shortest path in the graph from thecso
to destination, which corresponds to the most gnerg
efficient path. During the data transmission phase,
packets are forwarded along the shortest path and
payments are made to the intermediates.

Conclusion

The main purpose of any cooperation
enforcement scheme is to detect and isolate mistraha
nodes. In other words any node must face the
consequences of its actions. Selfish or misbehaving
nodes degrade overall system performance and pose a
serious threat to multihop routing in MANETS.
Reputation based models play an important role in
detecting and isolating selfish nodes. In this pape
categorized reputation based schemes. Finally, we
discussed their pros and cons as well as some other
important identity related issues and suggestedesom
directions for future work.
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